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Why choose CFC cyber?

Find out why CFC's market-leading cyber insurance products are trusted by over
100,000 businesses around the globe to help protect them against cyber risk.

Broad cyber coverage

Covering a range of attacks and incidents, including:

v Unlimited reinstatements with nil deductible,
where you'll pay either none, or only single
deductible, no matter how many cyber incidents
we respond to.

v Proactive cyber attack prevention contractually
embedded into the insurance product as a world
first.

v Business interruption includes full limits for systems

failure events, lost or missed bids, data recreation
cover and emergency continuity costs.

v Interim payments for business interruption losses
prior to the final adjustment.

v Extensive crime coverage, including invoice
manipulation, theft of client funds and physical
goods.

v Affirmative coverage for Al, contingent bodily injury,

extortion response costs and more.

Largest in-house incident
response and claims team

v +200 incident response experts situated
around the globe to offer 24x7x365 support.

v Specifically trained to triage, remediate
and recover businesses from cyber attacks.

v Regionally specialized claims team
—who have a deep understanding of your
local jurisdiction.

Cyber attack prevention
services—as standard

Working to protect you from cyber attacks—
helping to prevent a claim, before it happens.

v Starts the day you bind, working throughout
the policy period.

v Included as standard, at no extra cost.

v Using a range of advanced cyber security tools
and technology to identify threats and alert
you to those that matter.

991% cyber claims
acceptance rate’

v

Giving you the confidence and peace of mind that
your largest business risk will be covered.

Providing you with a comprehensive product that
covers what it says it will.

25 years' cyber experience

v

As one of the longest running cyber providers, you
can trust we work to put your business first.

The largest in-house cyber team in the market,

who offer a streamlined and efficient process from
underwriting and cyber security to incident response
and claims.



Cyber attack prevention and remediation

A CFC cyber policy offers protective services working to help prevent attacks from happening in the
first place. If an incident does occur, our expert technical team will help get you back online, fast.

Proactive cyber attack Expert incident response
prevention and cyber claims

Working to protect you from cyber incidents. Helping to get you back online, fast.

We supplement your existing cyber security programme If we alert you to malicious activity in your system, or you
by assessing your businesses' attack surface to understand notify us of something, our in-house team are trained to:

what we're protecting. Then work around the clock,

seeking to identify threats and risks that could impact your
businesses—only alerting you to those threats that matter.

Using a range of advanced cyber security tools:

Threat intelligence
We partner with government and private
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threat intelligence organizations to receive
and analyze information about cyber threats
targeting your business.

Threat hunting
Qur cyber threat analysts actively search the

dark web and hacker forums for compromised
customer credentials and any other malicious
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activity.

Vulnerability scanning
We actively scan insureds for known
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vulnerabilities and cyber risks that have a high
correlation to claims.

Real-time claims data
We use our own proprietary claims data to help
identify attack trends and potential threats.
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Response app

Our award-winning mobile app offers free exclusive cyber security tools and access
to technical support 24/7. Helping you get the most out of our preventative and

responsive cyber services.

v/ Most secure line of communication with our expert cyber security team.

v Fastest way to alert us of an incident.

v Receive personalized critical cyber threat alerts.
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Download today to get the most out of your cyber policy.

*For notifications that come through our app, Response or via phone.

Triage

Once notified, we'll be in touch within 15 mins’
to assess the situation and identify the necessary
resources to address the incident.

Contain

Our team of cyber security engineers, forensic
specialists and incident responders will contain
and remediate the incident. If needed, we'll
partner with third-party specialists.

Recover

Once contained, our incident response and
claims team work closely together to rebuild
systems, reconstitute data and get your
business back up and running.
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Note: Incident response services are provided by an affiliate of CFC Underwriting Ltd, trading under the name CFC Response.



